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ABSTRACT

A white-box environment refers to a situation where the internal information of an algorithm is disclosed. The AES
white-box encryption was first announced in 2002, and in 2016, a side-channel analysis for white-box encryption called
Differential Computation Analysis (DCA) was proposed. DCA analysis is a powerful side-channel attack technique that uses
the memory information of white-box encryption as side-channel information to find the key. Although various
countermeasure studies against DCA have been published domestically and internationally, there were no evaluated or

analyzed results from experiments applying the hiding technique using dummy operations to DCA analysis. Therefore, in this
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paper, we insert LU T-shaped dummy operations into the WBC-AES algorithm proposed by S. Chow in 2002 and

quantitatively evaluate the degree of change in DCA analysis response depending on the size of the dummy. Compared to

the DCA analysis proposed in 2016, which recovers a total of 16 bytes of the key, the countermeasure proposed in this

paper was unable to recover up to 11 bytes of the key as the size of the dummy decreased, resulting in a maximum

decrease in attack performance of about 68.8%, which is about 31.2% lower than the existing attack performance. The

countermeasure proposed in this paper confirms that the attack performance significantly decreases as smaller dummy sizes

are inserted and can be applied in various fields.

Keywords: White-box Cryptography, Side-Channel Analysis, Differential Computation Analysis, Hiding Scheme, Dummy
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Table 1. WBC-AES Computing Process

Input : Plaintext
Output: Ciphertext

= Plaintext
LUT = S. Chow's Pre-Computed LUT
for Total Number of LUT do
= LUT(p)
end for
Ciphertext = r
return Ciphertext

Table 2. Dummy LUT Making Algorithm

Input : Plaintext for Dummy LUT
Output: Dummy LUT

pr_p = Pre-Fixed Plaintext
LUT = S. Chow's Pre-Computed LUT
for D_LUT = (128B, 256B, 2KB, 4KB,
6KB, 8KB. 10KB, 20KB,
30KB, 40KB, 50KB) do
d = LUT(pr_p)
end for
Dummy LUT = d
return Dummy LUT
*B = Byte, KB = KByte
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Table 3. Dummy LUT Insertion Algorithm

Input : Plaintext
Output: Ciphertext

rnd_value = random(1,10)
D_LUT = Dummy LUT
for D_LUT = (128B, 256B, 2KB, 4KB,
6KB, 8KB, 10KB, 20KB,
30KB, 40KB, 50KB) do
state = Plaintext

// 1~9 Round
for r=11t0 9
state = Shiftrows(state)
for rnd_value do
Insertion D_LUT
end for

state = AddRoundKey(state, &")
state = SubBytes(state)
state = Mixcoulmns(state)

end for

// 10 Round Process
state = Shiftrows(state)
for rnd_value do

Insertion D_LUT
end for

state = AddRoundKey(state, &™)
state = SubBytes(state)
for rnd_value do
Insertion D_LUT
end for
state = AddRoundKey(state, k')
end for
Ciphertext= state
return Ciphertext
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Table 4. Experimental Environment Configuration

0S Ubuntu 18.04.6 LTS
Memory 32GB
CPU Intel Core i7 - 12700
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J.W.Bos's Github

Source Code
DCA Tool
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Table 5. WBC-AES LUT Configuration
(Info. : Information, Conf. :Configuration)

Info. ., |Memory Size| Total
Conf. Quantity (B) KD
Type 1
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Type 4 9 688 198 236
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Table 6. Results of the Experiment
(Info. : Information, Conf. :Configuration)

Info.
Cont. L NL STD
WBC-AES 0.307 13 0.010136
50KB 0.136 19 0.001181
40KB 0.132 21 0.000604
30KB 0.129 34 0.000501
20KB 0.129 36 0.000414
10KB 0.128 34 0.000387
8KB 0.125 54 0.000140
6KB 0.126 52 0.000189
4KB 0.123 66 0.000072
2KB 0.130 64 0.000147
2568 0.124 61 0.000074
128B 0.131 69 0.000102
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Fig. 6. Correlation Analysis Graph (Dummy LUT - 256B)
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Table 7. Performance comparison table
(*Perf. : Performance, Conf,:Configuration)
(Excution Time : 10,000 iteration)

Perf.| Memory | Execution | Number of
Size Time Correct Key
Conf. (KB) (sec) Guessed

WBC-AES 508 0.0241 16
50KB 3300 0.1064 11
40KB 1980 0.0898 11
30KB 1650 0.0761 10
20KB 1320 0.0632 8
10KB 660 0.0478 8
8KB 528 0.0448 7
6KB 396 0.0412 7
4KB 264 0.0371 6
2KB 132 0.0349 5
256B 16.5 0.0343 6
128B 8.25 0.0340 6
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